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Unfortunately, in today's society unauthorized access of company's and individuals e-mail accounts and
computer systems are becoming more and more prevalent. Often times the person gaining access is not some
stranger 2,000 miles away, but is a current or former employee, a former spouse or significant other, a neighbor
or some other individual that is actually known to the victim.

One of the first reactions is usually "what do | do?", because realistically it isn't something we run across every
day. One of the first things to do is to not to totally panic, most of the unauthorized access incidents we have
seen are not the result of super smart computer nerd hackers, but more likely someone that you have regular
contact with that was able to learn or figure out your passwords. Therefore the first thing | would suggest is to
immediately change all of your passwords, to hopefully prevent future access. | would then contact some
computer specialists in forensic computing and see i9f they can start to identify what was actually done. Did
they just gain access to your e-mail account or were they actually in your computer? What sorts of things were
they looking at? How often did they gain access? With this information you can start to figure out if this is
something worth pursuing.

If you determine if it is worth pursuing, that's where we come in. Most states have now passed laws concerning
unauthorized access of computer networks. Usually it is both a civil and criminal offense. Additionally, if the
access was done by a competitor or an agent of a competitor it could be considered industrial espionage or
unfair business practices. We can help you navigate the waters of this area of law and plan a strategy that
works best for you and/or your business.

Leyendecker & Lemire, LLC is a Denver-based law firm offering a full spectrum of Intellectual
Property, Business and Entertainment related legal services for entrepreneurs, individual
inventors, and businesses of all sizes. We pride ourselves in providing large firm quality, but with
personalized service and attention the large firms do not provide to their smaller clients. Our
strength is working with a client from the beginning of his/her venture to maximize the venture's
value and potential, as well as, help minimize the risk of legal disputes. Call (303) 768-0123 or e-
mail us at info@coloradoiplaw.com today to see how we can help you!
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